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Konfir respects your right to privacy.  This Privacy Notice explains who we are, how we collect, share and use personal information about you, and how you can 
exercise your privacy rights.  This Privacy Notice only applies to personal information that we collect through our website at  and through the 
Konfir platform (collectively, our "Services").

https://www.konfir.com/

If you have any questions or concerns about our use of your personal information, then please contact us using the contact details provided at the bottom of this 
Privacy Notice.

What does Konfir do?

Konfir is headquartered in the United Kingdom.  Our platform helps people manage verifications (such as income or employment data) that organisations such as 
banks or employers might request. 

For more information about Konfir, please visit our Website at .https://www.konfir.com/

What personal information does Konfir collect and why?

The personal information that we may collect about you broadly falls into the following categories:

 Information that you provide voluntarily

Certain parts of our Services may ask you to provide personal information voluntarily: for example, we may ask you to provide your contact details in 
order to register an account on our platform, to subscribe to marketing communications from us, and/or to submit enquiries to us.  The personal 
information that you are asked to provide, and the reasons why you are asked to provide it, will be made clear to you at the point we ask you to provide 
your personal information.

 Information that we collect automatically

When you use our Services, we may collect certain information automatically from your device.  In some countries, including countries in the European 
Economic Area, this information may be considered personal information under applicable data protection laws.

Specifically, the information we collect automatically may include information like your IP address, device type, unique device identification numbers, 
browser-type, browser fingerprint, broad geographic location (e.g. country or city-level location) and other technical information.  We may also collect 
information about how your device has interacted with our Services, including session details, the pages accessed, links clicked and usage information 
(such as verifications requested). For the purposes of this Privacy Notice, this data is "Technical Information".

Collecting this information enables us to better understand the users of our Services, where they come from, and what features or content is of interest to 
them.  We use this information for our internal analytics purposes and to improve the quality and relevance of our Services.

Some of this information may be collected using cookies and similar tracking technology, as explained further under the heading “Cookies and similar 
tracking technology” below.

 Verifications 

As part of our Services, you can request third parties (such as your employer) to provide verifications of your previous or current employment. 
Verifications may contain personal information relating to you. For example, depending on the verifications you request they could contain information 
on your employment status, visa status, salary, promotions, HR records or other information relating to you that you have requested the third party 
provide. The information contained in these verifications is securely stored on our platform and, using our platform, you decide when to share this 
information. We don't use these verifications (or the information about you contained within them) other than to provide you with the Services.  

"Verification Data" may include:

 Employment Verification Data: End User Account Information, national insurance number, date of birth, employer name, work email address, 
consent document, verification request type, employment start date, employment end date, work location, department, job title, promotion title, 
employment type, reason for leaving, disciplinary action; and 

 Income Verification Data: base pay, nationality, visa type, promotion pay, probation status, number of hours / hourly rate, commission/bonus, any 
other benefits and deductions from pay (including for tax, salary sacrifice, pension contributions and childcare payments), as well as other data 
from time to time included in a payslip, and total income and bank account transactions.

 Access credentials 

Our platform gives you the ability to request information direct from your third party accounts, such as your bank account or your employer's payslip or 
HR provider.  We, or our third party providers, may ask you to provide your access credentials for your third party accounts.

 User account information

We process user account information in order to operate our platform and provide the Services.  This information includes first name, last name, 
employer name, work email address, work phone number/mobile number, and may relate to an employee, a Client representative or contact, or an 
Employer representative or contact ("User Account Information").

 Marketing data

We also process information for marketing purposes, which we may obtain directly from you or from third parties, including name, email, phone number, 
company name and employment details ("Marketing Data").

In general, we will use the personal information we collect from you only for the purposes described in this Privacy Notice or for purposes that we explain to you at the 
time we collect your personal information.  However, we may also use your personal information for other purposes that are not incompatible with the purposes we 
have disclosed to you (such as archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes) if and where this is 
permitted by applicable data protection laws.

Who does Konfir share my personal information with?

We may disclose your personal information to the following categories of recipients:

 to our clients such as banks, brokers, credit providers, estate agents, recruitment agencies, prospective new employers and screening providers who 
have requested verifications of data about you. Using our platform, you are in control over how and when your verifications are shared with our clients. In 
each case, we will be acting as a processor on the instructions of the client or employer when we share your Verification Data. 

 to our group companies, third party services providers and partners who provide data processing services to us (for example, to support the delivery of, 
provide functionality on, or help to enhance the security of our Services), or who otherwise process personal information for purposes that are described 
in this Privacy Notice or notified to you when we collect your personal information. 

 to any competent law enforcement body, regulatory, government agency, court or other third party where we believe disclosure is necessary (i) as a 
matter of applicable law or regulation, (ii) to exercise, establish or defend our legal rights, or (iii) to protect your vital interests or those of any other 
person. 

 to an actual or potential buyer (and its agents and advisers) in connection with any actual or proposed purchase, merger or acquisition of any part of 
our business, provided that we inform the buyer it must use your personal information only for the purposes disclosed in this Privacy Notice. 

 to any other person with your consent to the disclosure.

Our clients and employers (described above) will both provide and receive your personal data in the course of our provision of services. For instance, employers will 
provide verifications on you and our clients will access that verification. When those clients and employers access, use and otherwise process your personal data, 
they are acting as independent data controllers, which means they have their own obligations to comply with data protection law.  They will have their own privacy 
notices, which describe how they collect, use and store your personal data, and how you can exercise your rights in relation to it.  As you will have a direct relationship 
with them, you may already have a copy of their privacy notice, but if not you can request a copy from them.

Lawful basis for processing personal information 

Our legal basis for collecting and using the personal information described above will depend on the personal information concerned and the specific context in 
which we collect it.  In many cases, we act as a processor on behalf of employers and clients and, in those situations, it is the employer or client who requires a legal 
basis for processing your personal information and not us.

The following table sets out the different types of personal information we process when we act as a controller in the course of providing the Services, the purposes or 
processing activities for which such personal information is processed and the applicable lawful basis: 

Processing activity
Information

(Please refer to the section above entitled "What 
personal information does Konfir collect and why?")

Lawful basis for processing 

Konfir platform

End user account creation  End User Account Information Legitimate interests

Performance of a contract

Employer account creation  Employer User Account Information Legitimate interests

Client account creation  Client User Account Information Legitimate interests

Processing a verification for details provided by 
Employers and disclosing the verification with the 
Client.

 End User Account Informatio
 Employment Verification Dat
 Employer User Account Informatio
 Client User Account Information

Legitimate interests

Processing an income or payroll verification 
including managing End User consent, receiving 
bank account and/or payroll provider verification 
and disclosing the verification with the Client.

 End User Account Informatio
 Access credential
 Employment Verification Dat
 Income Verification Dat
 Employer User Account Informatio
 Client User Account Information

Consent

Storing verifications for re-use  End User Account Informatio
 Employment Verification Dat
 Income Verification Data (where applicable
 Employer User Account Informatio
 Client User Account Information

Performance of a contract

Marketing to users  Marketing Dat
 Technical Information

Legitimate interests

Monitoring of users  Technical Information Legitimate interests

Platform analytics  Technical Information Legitimate interests

User support activity  User Account Informatio
 Technical Information

Legitimate interests

Performance of a contract

Konfir website

Responding to an enquiry for our services  Marketing Data Legitimate interests

Understanding how our website is used so we can 
improve it

 Technical Information Legitimate interests

Marketing our products and services  Marketing Dat
 Technical Information

Legitimate interests

If you have questions about or need further information concerning the legal basis on which we collect and use your personal information, please contact us using 
the contact details provided under the “How to contact us” heading below.

Cookies and similar tracking technology 

We use cookies and similar tracking technology (collectively, “Cookies”) to collect and use personal information about you.  For further information about the types 
of Cookies we use, why, and how you can control Cookies, please see our Cookie Notice .here

How does Konfir keep my personal information secure?

We use appropriate technical and organisational measures to protect the personal information that we collect and process about you.  The measures we use are 
designed to provide a level of security appropriate to the risk of processing your personal information.  A summary of our security measures is available .here

International data transfers

Your personal information may be transferred to, and processed in, countries other than the country in which you are resident.  These countries may have data 
protection laws that are different to the laws of your country. 

Specifically, our Website servers are located in the United Kingdom, and we use service providers located elsewhere (see ).  This means that when we collect 
your personal information we may process it in any of these countries.

here

However, we have taken appropriate safeguards to require that your personal information will remain protected in accordance with this Privacy Notice. 

Data retention

We typically retain your personal information we collect from you for as long as you have an account with us or (where you do not have an account) for as long as 
the employer or client instructing us has an account, except where we have an ongoing legitimate business need to retain the data for longer (for example, to 
provide you with a service you have requested or to comply with applicable legal, tax or accounting requirements). 

When we have no ongoing legitimate business need to process your personal information,  we will either delete or anonymise it or, if this is not possible (for example, 
because your personal information has been stored in backup archives), then we will securely store your personal information and isolate it from any further 
processing until deletion is possible. 

Some further detail on the periods we retain your personal information is included in our retention schedule .here

Your data protection rights

You have the following data protection rights:

 If you wish to access, correct, update or request deletion of your personal information, you can do so at any time by contacting us using the contact 
details provided under the "How to contact us" section below.  

 In addition, you can object to processing of your personal information, ask us to restrict processing of your personal information or request portability of 
your personal information. Again, you can exercise these rights by contacting us using the contact details provided under the "How to contact us" section 
below.

 You have the right to opt-out of marketing communications we send you at any time.  You can exercise this right by clicking on the “unsubscribe” or 
“opt-out” link in the marketing e-mails we send you.  To opt-out of other forms of marketing (such as postal marketing or telemarketing), then please 
contact us using the contact details provided under the "How to contact us" section below.

 Similarly, if we have collected and process your personal information with your consent, then you can withdraw your consent at any time.  Withdrawing 
your consent will not affect the lawfulness of any processing we conducted prior to your withdrawal, nor will it affect processing of your personal 
information conducted in reliance on lawful processing grounds other than consent.

 You have the right to complain to a data protection authority about our collection and use of your personal information.  For more information, please 
contact the Information Commissioner's Office .here

We respond to all requests we receive from individuals wishing to exercise their data protection rights in accordance with applicable data protection laws.

Updates to this Privacy Notice

We may update this Privacy Notice from time to time in response to changing legal, technical or business developments. When we update our Privacy Notice, we will 
take appropriate measures to inform you, consistent with the significance of the changes we make.  We will obtain your consent to any material Privacy Notice 
changes if and where this is required by applicable data protection laws. 

You can see when this Privacy Notice was last updated by checking the “last updated” date displayed at the top of this Privacy Notice.  

How to contact us

If you have any questions or concerns about our use of your personal information, please contact us using the following details: . support@konfir.com

The data controller of your personal information is Konfir (UK) Limited which is registered with the UK's Information Commissioner's Office with registration number 
ZB222386. 
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